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CERTAIN ASPECTS OF INFORMATION PROTECTION IN THE
FIELD OF COMPUTER SECURITY OF AVIATION

Oleg Adamenko
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Currently, the National Aviation University is a pioneer in teaching
the course "Prevention of criminal offenses in the field of computer
safety of aviation", designed, first of all, for the second master's level of
higher education in the specialty 262 "Law Enforcement".

Currently, the vast majority of business entities in the aviation
industry face many challenges in the field of data security. First of all, it
IS necessary to ensure the security of personal data, because the airline
can process tens of millions of passenger records during the day.
Aircraft, crews and passengers on board must also be under cyber
defence.

In times of digitalization, when most flight tickets are purchased via
the Internet, the airline processes a large amount of highly sensitive
information such as bank card details, passport numbers, telephones,
customer names and surnames, etc. A leak of such data or a
cyberattack can have serious consequences. Therefore, at the present
stage, the issue of ensuring the cybersecurity of civil aviation has
ceased to be the subject of attention only for IT specialists.

This is due to the fact that the data operated by the airline is
somehow connected with the personal data of either customers or
employees and other individuals who provide services to the company.
After the introduction of the requirements of the new EU Regulation
2016/679 on the protection of individuals regarding the processing of
personal data and the free movement of such data dated 27.04.2016,

-
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many airlines have a need to introduce the position of Data Protection
Officer (DPO), the main purpose of which was to ensure the
performance of functions for regulatory and organizational support of
business processes related to the processing and protection of personal
data.

Personal data protection officers in modern conditions should
understand both the technical component of cybersecurity issues and
have knowledge of regulatory support for cybersecurity and personal
data protection. In practical terms, their work is connected both with a
thorough study of national, European and international regulations and
standards in the field of personal data protection and cybersecurity, as
well as with the development of internal company documents on these
iIssues, as well as control over their implementation.

First of all, it is worth paying attention to certain technical aspects of
cybersecurity in the field of civil aviation, necessary for the formulation of
further regulatory recommendations.

According to A. llyenko, Ukraine for the first time suffered a
cybernetic attack on computer systems and the central server of
Boryspil and Kharkiv airports in June 2017, which led to failures in
aircraft maintenance and delayed departures. A few months later in
October 2017 — the delay in the departures of aircraft from the Odessa
airport as a result of hacking the computer network of the airport, which
led to the loss of confidentiality of information. According to experts from
the European Aviation Safety Agency (EASA), during 2019, the world's
aviation systems were subjected to monthly cyberattacks up to 1000
times. Thus, approaches to countering cyber attacks should be
systemic, reliable and comprehensive, the aviation industry belongs to
the objects of critical transport infrastructure of Ukraine. The safety
program for the transmission of critical information in the relevant aircraft
avionics systems must be designed to protect, reliable, integrity and
security the network and data. Effective security of transmission of
critical information in computer-integrated aviation systems is aimed at
combating various threats and prevents them from entering or spreading
In aircraft avionics systems.

The most common threats include: viruses, Trojan horses; hacker
attacks; provoking pseudo-failures during the operation of various FS
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and aircraft complexes when in fact the systems are in working
condition; interception and theft of data; the activities and influence of
hostile intelligence agencies, etc. A successful attack can lead to
complications in the operation of the functional systems of the aircraft of
the development of complications of flight conditions, and in case of an
increase in false data on flight conditions — to emergency and
catastrophic situations. Threats can cause a variety of failures and
failures, because the avionics of aircraft is very complex and saturated
with complex computer networks.

The activity of civil aviation within the "ground-to-air" and "air-to-air"
channels, the issue of safe operation of such aviation systems is
becoming increasingly acute. In fact, each flight takes place in a
complex network system, which includes a number of components: 1)
the ground computer network of the airport and airlines, 2) the on-board
computer network of the aircraft, 3)the network of information
transmission between the communication methods of airport control
points, aircraft (AC) and aeronautical systems for providing and
controlling air traffic along the flight route.

Despite the fact that the risk of unauthorized interference is in each
of the systems, which can create significant problems for aviation safety,
the aviation data protection officer is primarily responsible for
compliance with regulatory requirements and internal security
regulations of the airport and airline ground computer network.

In the course of his work, the personal data protection officer is
responsible for constantly reviewing and updating internal acts
governing cybersecurity issues — both confidentiality agreements, trade
secrets protection, and warnings regarding the processing of personal
data regarding customers. The participation of this specialist is also
required in the processes related to the remote work of the company's
employees. Also among the tasks is the constant monitoring of the
existing situation with the protection of personal data and taking
measures to violate them.
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The invasion of the aggressor country into the territory of sovereign
Ukraine led to terrible humanitarian consequences, the introduction of
martial law in Ukraine, which makes it difficult for the state to guarantee
the rights of citizens in the conditions of the objective necessity of their
partial restriction, since such a restriction involves a legislative narrowing
of the content and scope of human rights and freedoms. In connection
with the introduction of Russian troops into the territory of Ukraine, a
threat to national security, martial law was introduced by the Decree of
the President of Ukraine on February 24, 2022, which has already been
extended several times. The restriction of human and citizen rights in
Ukraine is temporary and minimally necessary.

Human rights guaranteed by the Constitution of Ukraine are
inalienable and inviolable (Article 21) [1]. Absolute human rights, in
particular the right to life, the prohibition of torture, cannot have any
restrictions on the exercise of these rights, even under conditions of
emergency and martial law. In addition, the right to judicial protection
(Article 55) is not subject to limitation under Article 64 of the Constitution
of Ukraine.

According to the Decree of the President of Ukraine in connection
with the introduction of martial law in Ukraine, the constitutional rights
and freedoms of a person and a citizen, provided for in Articles 30-34,

11
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38, 39, 41-44, 53, may be temporarily limited for the period of the legal
regime of martial law. Constitution of Ukraine, as well as to introduce
temporary restrictions on the rights and legal interests of legal entities
within the limits and to the extent necessary to ensure the possibility of
introducing and implementing measures of the legal regime of martial
law, which are provided for by the first part of Article 8 of the Law of
Ukraine "On the Legal Regime of Martial Law" [2]. The mentioned
limitations of the constitutional rights and freedoms of a person and a
citizen can only be temporary.

Government agencies are obliged to introduce and carry out the
measures and powers provided for by the Law of Ukraine "On the Legal
Regime of Martial Law" necessary to ensure the defense of Ukraine, the
protection of the safety of the population and the interests of the state.
This Law defines the content of the legal regime of martial law, the
procedure for its introduction and cancellation, legal principles activities
of state authorities, military command, military administrations, local self-
government bodies, enterprises, institutions and organizations in
conditions of martial law, guarantee of human and citizen rights and
freedoms and rights and legal interests of legal entities [3]. Martial law
conditions can cause violations of human rights and freedoms, so it is
iImportant to have effective mechanisms to protect these rights and
freedoms in order to protect citizens from possible abuses by the
authorities and the military.

Article 19 of the Law of Ukraine "On the Legal Regime of Martial
Law" regulates the guarantees of legality during the period of martial
law: changes to the Constitution of Ukraine are prohibited; amendment
of the ARC Constitution; conducting elections for the President of
Ukraine, as well as elections to the Verkhovna Rada of Ukraine, the
Verkhovna Rada of the ARC and local self-government bodies;
conducting all-Ukrainian and local referenda; conducting strikes, mass
meetings and actions. Human rights and freedoms enshrined in the
Constitution of Ukraine, as well as the means of their protection provided
for by the constitution, are the priority principles of the organization of a
democratic state governed by the rule of law. It is the guarantees of the
rights and freedoms of a person and a citizen that are real possibilities
for their implementation and protection.

12
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So, the activity of state bodies in the conditions of martial law in the
field of protection of human rights and freedoms should be as effective
as possible, since it depends on ensuring a dignified and safe life of a
person. The restriction of human rights in the conditions of martial law
has an exclusively legal, temporary, targeted, non-discriminatory,
socially useful nature. The possibility of limiting the basic rights and
freedoms of a person by the state is foreseen in all international legal
acts that regulate human rights and fundamental freedoms. Each
document defines the limits of possible restrictions and an exhaustive
list of grounds for them, as well as establishes a number of rights that
cannot be limited under any circumstances.

The courage of the Ukrainian people and the consolidation of the
international community with Ukraine stood in the way of the
implementation of the aggressive plans of the Russian Federation. The
active phase of Russia's armed aggression against Ukraine was
stopped thanks to the courage of the Ukrainian people who stood up to
defend their Motherland.

References:
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The issue of legal regulation of ownership of space bodies and their
resources is becoming increasingly relevant with the advent of new
technologies and the development of governmental space programs,
ideas and goals of an international scale. In the course of researching
this topic, we used the methods of analysis and generalization of the
system of international legislation in the field of legal regulation of outer
space.

According to Article Il of the Outer Space Treaty, there is a clear
prohibition of any national appropriation, whether by claim of
sovereignty, use or occupation, or by any other means [1]. In other
words, this document makes it impossible for any government to attempt
to appropriate any part of outer space land or object in outer space for
mercenary reasons. Nevertheless, there is a well-known case of legal
registration of the ownership of US citizen Dennis Hope to all the planets
of the solar system and 53 other space bodies, except for the Earth and
the Sun. On the one hand, the absence of a provision in Article Il of the
Treaty prohibiting the appropriation of outer space, including the Moon
and other celestial bodies, by an individual provides a legal opportunity
to make such a transaction. But, on the other hand, under the terms of
the procedure performed by Dennis Hope, who justified his desire by the

14
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fact that a thing that does not belong to anyone in the absence of other
claimants may become the property of the one who first claims his right
to it (in accordance with the laws of the State of California), is a direct
violation of the principle of international law enshrined in Articles I, I, IV
of the Treaty on the Common Heritage of Mankind (the exploration and
use of outer space must be carried out for the benefit and in the
interests of all countries and all mankind, and space must be free for
exploration and use by all states). Also, the illegitimacy of Dennis Hope's
action is confirmed by the interpretation of the Open Space Technology
(OST) participants of private property in outer space: "one of the three
main principles that was approved is the prohibition of any claim of
sovereignty or property rights in space. The reason why an explicit
mention of the prohibition of private property was not mentioned was
because it was already on the table. Another point that works in favor of
this view is the words in the article "By any other means". Appropriation
cannot be by any other means, and thus private property is included.
The final support for this view may be the fact that private property
cannot exist without national appropriation. This means that a person
occupies land on behalf of the state. Therefore, the state must recognize
this requirement" [3].

Another issue of concern is the refusal to sign and ratify the
Agreement on the Activities of States on the Moon and Other Celestial
Bodies, which states, in particular, in Article 4, that the exploration and
use of the Moon is the property of all mankind and is carried out for the
benefit and in the interests of all countries, regardless of their degree of
economic or scientific development. Also, in our opinion, the provisions
of Article 11 of this Agreement are particularly important, which
expressly defines the status of the Moon and its natural resources as the
common heritage of mankind, and prohibits the appropriation by an
international intergovernmental or non-governmental organization,
national organization or non-governmental institution or any individual of
its surface, subsoil and natural resources thereon [2]. To date, this
agreement has been signed and ratified by only 14 countries (Australia,
Austria, Belgium, Kazakhstan, Lebanon, Morocco, Mexico, the
Netherlands, Pakistan, Peru, Uruguay, the Philippines, Chile, Bosnia
and Herzegovina, and the United States), including the country that is

15
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probably the first to implement a space program for the stable human
presence on the lunar surface, namely the United States. Thus, during
Trump's presidency, there has been an active development of US space
policy. In particular, the signing of 5 US Space Policy Directives (Project
Artemis) and the Order to Support Commercial Extraction of Resources
on the Moon and Other Celestial Bodies, which emphasizes that the
United States refuses to consider the resources of the Moon and other
celestial bodies as the property of mankind and seeks to spread this
approach in other countries [4], which contradicts Article 11(3) of the
Agreement, namely the placement of personnel, spacecraft, equipment,
facilities, stations and structures, including structures inextricably linked
to the Moon's surface or subsoil, on the Moon's surface or in its interior
does not create ownership of the Moon's surface or subsoil or areas
thereof.

Given the complexity of the issue, there is an urgent need to detalil
the norms of existing international space documents and establish
mechanisms that would ensure the mandatory signing and ratification
(implementation) of international agreements on the development and
use of the Moon, its subsoil and outer space, as well as resources by
those states directly involved in the implementation of targeted space
programs and the settlement of the issue of ownership and
commercialization of space.
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Effective protection of user rights helps to increase confidence in
domestic air carriers, attract international customers, cooperate with
other companies, and maintain reputation, which in turn positively
affects the company's financial results. Although all air traffic over
Ukraine is currently banned, this issue was relevant before the full-scale
invasion and will remain so after the victory. The aspect of baggage loss
was not the subject of recent research by domestic scientists, but
Radchuk O.P. pointed out the problem of air transport.

The object of the work is the legal relationship that arises between
air carriers and passengers in the event of loss of baggage. During the
work, theoretical methods were used: analysis, generalization,
explanation.

According to Art. 924 of the Civil Code of Ukraine: The carrier is
responsible for keeping cargo, luggage, mail from the moment of
acceptance for transportation and until delivery to the consignee, unless
it is proved that the loss, shortage, spoilage or damage to cargo,
luggage, mail occurred as a result of circumstances beyond the control
of the carrier prevent and eliminate which do not depend on him.

If the carriage is considered under the chosen topic, it is necessary
to refer to Part 11 of Art. 100 of the Air Code of Ukraine, the air carrier is
responsible for the loss or damage that occurred during the carriage of
passengers, baggage, cargo and mail in accordance with the
requirements and rules established by the international treaties of
Ukraine, the legislation of Ukraine, including the Aviation Rules of

17
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Ukraine, the amount of which should be the same for domestic and
international flights.

Let us consider some important aspects of the Aviation Rules of
Ukraine: claims for loss of baggage are made to the air carrier after the
baggage is recognized as lost; the baggage is considered lost if it is not
found during the search within 21 calendar days from the day when the
baggage was supposed to arrive at the destination; in case of loss or
damage of baggage with declared value, the amount of compensation is
limited to the declared value; if the air carrier responsible for the loss, of
baggage, the air carriers shall be jointly and severally liable to the
passenger; the air carrier's liability for loss of checked baggage shall be
limited to an amount of 1288 SDRs [2].

As a rule, the terms of the air carriage contract are not specified in
the ticket, but are derived from legislation that is binding on all air
carriers providing international or domestic transportation of passengers
and/or baggage to/ from airports on the territory of Ukraine [4]. For
example, the well-known Ukrainian airline UIA has published on its
website rules and instructions for passengers who have lost baggage.
They are identical to the general rules and comply with Ukrainian and
European legislation [1].

In the context of European integration, Ukrainian standards must
comply European ones. This is important for the convenient cooperation
of domestic carriers with the European ones. By the way, Regulation
(EC) No. 2027/97 stipulates that air carriers based outside the
Community and operating flights to the countries of the Community must
provide passengers with a form indicating these conditions. The fact that
only the limitation of liability is indicated on the ticket or equivalent
document is not sufficient information [3].

The most important international legislation in this area is the
"Warsaw Convention on International Carriage by Air" and the "Montreal
Convention on Limitation of Liability of Air Carriers". According to these
documents, the air carrier is liable for the loss of baggage within certain
limits. The amount of compensation depends on the amount of lost
baggage and its value. The air carrier has the right to limit its liability for
the loss of baggage by setting a compensation limit.
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Based on the above, the author believes that the full guarantees of

passengers' rights will not be fully respected. The wording used in the
legislation is quite vague, and the rules have many exceptions, which
gives air carriers the opportunity to abuse it and twist it to their
advantage. | believe that the considered Ukrainian regulations require
specification and clarity, which could limit air carriers in such a broad
interpretation of the regulations and for greater guarantees of consumer
rights.
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The process of integration of Ukraine involves changes in all
spheres of public life of the state, in particular, in the field of civil
aviation, formation of new rules, recognition of European values, gradual
bringing them into line with the standards of the European Union.
Ukrainian legislation in the field of civil aviation is at the stage of
reformation in order to create conditions for stable development and
increase the level of safety, since the approximation of civil aviation
legislation of Ukraine to European standards is an important element of
the European direction of Ukraine's development. The use of European
aviation experience contributes to the compliance of the legal system of
Ukraine with European civil aviation standards.

The purpose of the Agreement on Common Aviation Space between
Ukraine and the EU (2021) is the gradual incorporation into Ukrainian
legislation of the requirements and standards of EU legislation in the
field of flight safety, aviation security, air traffic management,
environmental protection, consumer rights protection, computer
reservation systems and social aspects [1].

The accession of Ukraine to the aviation space of the EU provides
benefits for the citizens of Ukraine and the aviation infrastructure and
industry: an increase in the level of flight safety, an increase in the
supply of passenger air transportation services on the market, and, as a
result, a decrease in their prices and the attraction of investments in the
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aviation industry. The Agreement on the Common Aviation Area
provides for a free trade area for aviation, in particular in matters of flight
safety, passenger protection, air carrier liability for transportation,
environmental protection, competition and state aid.

According to the established tradition, EU regulations and directives
in the field of civil aviation are adopted in Ukraine by the confirmation
method, that is, only the cover is translated into Ukrainian, and the entire
text is published on official websites in English or Russian. Scientists
justify the lack of EU acts in the Ukrainian language by the fact that the
volumes of such documents are large, the topics are highly specialized,
there are very few professional translators, and errors in translation can
have very serious consequences. The translation into Ukrainian involves
the introduction of aviation technical terms that are not yet in the
Ukrainian legal framework [2]. According to the recommendations of the
State Aviation Service of Ukraine, if the original contains a significant
amount of text in English with the use of special technical terms and is
intended for limited use, then such documents are allowed to be
adopted in the original language [3]. It is worth paying attention to the
fact that the Law of Ukraine "On the Functioning of the Ukrainian
Language as a State Language" [4] provides for the obligation to use it
throughout the territory of Ukraine during the exercise of powers by state
authorities. The national program of adaptation of Ukrainian legislation
to EU legislation provides for the translation into Ukrainian of EU acts
(Chapters V and Xll of the Program), the mandatory creation of an
electronic system of documentation of the European Union translated
into Ukrainian [5; 6].

In our opinion, the text of the EU act, which Ukraine seeks to
incorporate, should have an official translation at the stage of
preparation, since it goes through several levels of familiarization,
analysis, discussion, agreement, voting, etc. And on official websites,
the official text should be published only in the state language.
Maximizing the continuity of activities related to the adaptation of the
Agreement on Common Aviation Space in the difficult conditions of
military aggression by the Russian Federation is extremely important.
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Conclusion
So, adaptation of Ukrainian legislation to EU acts, their translation

into the state language requires special attention in order to comply with
the principle of conscientious and conscientious implementation of civil
aviation standards and rules in the formation of a common aviation

space, taking into account the European vector of Ukraine's
development.
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In the legislation of Ukraine, aviation security is defined as protection
of civil aviation from acts of unlawful interference, which is ensured by
implementing a set of measures involving human and material
resources [1]. The literature emphasizes that the concept of aviation
security is defined through the concept of an act of unlawful interference
with civil aviation.

Article 86 of the Air Code of Ukraine and Section Il, paragraph 2,
subparagraph 6) of the State Program of Civil Aviation Security of
March 21, 2017, define acts of unlawful interference as acts of attempts
to commit acts that pose a threat to civil aviation security and include
unlawful seizure of aircraft; destruction of aircraft in operation; taking
hostages on board aircraft or at airfields; forcible entry onto board an
aircraft, at an airport, or at a location of an air navigation facility or
service; placing weapons, dangerous devices or material on board an
aircraft or at an airport intended to achieve criminal purposes; use of an
aircraft in operation to cause injury, other damage to health, death to an
individual, or significant damage to property or the environment;
communicating intentionally fake information that endangers the safety
of an aircraft during flight or on the ground, the safety of passengers,
crew members, ground staff or the public at the airport or at the location
of civil aviation facilities or units [1; 2].

Criminal liability for acts of unlawful interference with civil aviation is
provided for in various articles of the Criminal Code of Ukraine, including
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those relating to hijacking, hooliganism, banditry, damage to
transportation routes and vehicles, illegal handling of weapons and
explosives, intentional murder, terrorism, and threats of destruction or
damage to property. Although there is no united section defining a
specific list of criminal offenses that infringe on aviation security, aviation
security is not deprived of criminal law support for its protection.

Firstly, a systematic analysis of the provisions of the current Criminal
Code shows that the CC does not provide for united section defining a
specific list of criminal offences that threaten aviation security. Criminal
liability for acts of unlawful interference with civil aviation is provided for
in articles listed in different sections of the Special Part of the CC. It is
generally accepted that the basis for grouping criminal offences into
sections of the Special Part of CC is the generic object of the criminal
offence. The science of criminal law has developed various approaches
to the classification of the object of a criminal offence (crime). In most
scientific sources devoted to the objects, the classification of objects
includes: general, generic (group) and direct objects (main and
additional). As is known, the main direct object of a criminal offence, as
part of generic object, determines the inclusion of a criminal offence in a
particular section of the CC.

Secondly, according to the dictionary, security is a state when
nothing threatens someone or something, does not cause concern [3,
p. 53]. The ontological aspect of this concept defines «security» as a
certain quality of human existence that determines the purpose and
result of human activity to protect against threatening factors, events
and phenomena. The Constitution of Ukraine distinguishes these main
types of security: «citizen security», «public security», «state security».
Since security has many types (aviation, industrial, internal, public,
demographic, economic, environmental, social, nation, fire, nuclear etc.),
the concept of «security» is interpreted differently in each field of
knowledge. But, in general, the understanding of the content of the
category «security» includes the absence of danger and the existence of
a state of protection of vital interests of individual, society, and the state
from internal and external threats.

The study of the regulatory characteristics of acts of unlawful
interference allows us to assert that they include socially dangerous,
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unlawful acts related to the encroachment on the normal operation of
civil aviation and aviation facilities, which are defined by international
and national legislation as acts of unlawful interference with civil
aviation. Aviation security as an object of criminal offences is the normal
operation of and aviation, the absence of danger and the presence of
state protection of the vital interests of an individual, society and the
state (life, health, public safety, property, etc.) from acts of unlawful
interference with civil aviation.
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Unjustified russian invasion has enormously damaged aviation
infrastructure, caused many disruptions and interlock the economy of
Ukraine. Ukraine as key player of agriculture exportations, including
sunflower oil and wheat and accounts 10% of the world wheat market,
right now is locked, while the millions of tons of grain are pulled out of
deal by russia. Air transports are totally not carried out now in Ukraine,
transit through Ukraine is locked, nor have any services for transit been
able to run.

Because of the full-scale invasion, the sky of Ukraine is closed for
any civil aviation. Starting from 2014, when the East part was occupied,
Ukraine has already suffered from serious losses in the economy and
trade, including the export of the goods. The result of russia’s invasion
led to the significant reduction in the number of flights and aviation traffic
and decline in the overall state of the aviation industry. According to the
State Customs Service of Ukraine, there was a decrease in exports of
Ukraine in 2014-2015. To bring tangible benefits to the whole Ukrainian
society, EU has assisted and supported in customs reforms and critical
areas such as corruption, energy, trade, and aviation. October 2021,
Ukraine, and European Union signed milestone ‘The European Common
Aviation Agreement’ that provided high standards in aviation safety and
security. It provided that all limitations and restrictions on flights between
EU and Ukraine are removed and EU airlines will be able to operate
directly. The Agreement expanded commercial opportunities for trade
and following aimed at improving the economy of the country [1].
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But after 24™ of February 2022 the immediate consequences of the
war significantly damaged aviation infrastructure, massive flow of
refugees and big disruptions. The strong threat of a Russian invasion
led international insurance providers to warn Ukrainian carriers on
February 12 that they had ceased insuring planes. This increased the
possibility of multinational airlines canceling flights to Ukraine. To
combat this, a working meeting was held with the leadership of the
Office of the President of Ukraine, the State Aviation Service, SE
"Ukraerorukh,” SE IA "Borispol,"” and Ukrainian airlines. At this meeting,
the government expressed its willingness to support air carriers by
giving the aviation market more financial guarantees. To prevent
Ukraine from providing air defense, Russian forces started launching
active rocket strikes on all its important airfields. The result was that 19
out of 35 airfields were damaged, including 12 civilian and 7 dual-
purpose airfields (not including military airfields). A few of the airfields
were struck repeatedly. The airspace over Ukraine was instantly closed
and air traffic ceased as soon as the war broke out [2].

European Union to remedy the negative impacts on the aviation
transport took measures to assist Ukraine in the movement of traffic,
restore freight supply chains, and aid in the transportation of civilians
requiring medical care and humanitarian assistance. These measures
have been implemented both at the EU level and by individual member
states. To further facilitate this support, seven EU countries located
along key transportation routes leading to Ukraine have waived tolls and
rules related to professional driving and humanitarian transport. The
European Parliament urges the EU to help Ukraine to support for
transport corridors, procurement, storage, distribution, and delivery of
food, materials, fuel, equipment, and other logistics services [3].

Our state tends to create Ukraine Freedom and Green Recovery
Infrastructure Fund involved by international financial support,
investigate, and implement Green Recovery and Reconstruction
Program, provide EU Accession Support Transport and Energy. The
strategy also highlights the necessity of enhancing aviation industry
safety and security measures, fostering competition by allowing
additional airlines to enter the market, and streamlining regulatory
frameworks. These is a huge demand to improve the development of
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international aviation network and following strengthening of public
companies and municipal energy suppliers.

The aviation sector is a crucial part of the national economy, and it
will inevitably be significantly impacted by the ongoing war. The
unpredictable military situation and political processes, as well as
countermeasures taken by countries worldwide, make it difficult to
determine the short-term and long-term effects of the russian invasion.
However, it is already evident that the war's impact on the aviation
transport system will have far-reaching consequences, not only for
Ukraine but also for EU and rest of the world. To mitigate the risks,
international partners should help Ukraine through concrete actions
aimed at enhancing safety and security measures, encourage
competition by allowing more airlines to enter the market, investments in
human capital and simplify regulatory framework.
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Relevance of the civil liability of air carriers have their complexity in
legal regulation. That is why the civil liability of air carriers is a complex
issue due to the multiplicity of sources of regulation, which includes both
state regulatory and legal acts and international treaties. The issue of
the carrier's responsibility is regulated not only by national legislation but
also by international treaties in the field of civil aviation. When resolving
aviation disputes, the sources of law at the national level are the Civil
Code of Ukraine, the Air Code of Ukraine, the Aviation Rules of Ukraine
"The rules of Air Transportation and Service of Passengers and
Baggage", others and at international level, Ukraine is guided by
Montreal Convention, Warsaw Convention, Prague Protocol, etc.

The research investigates the legal framework governing civil liability
of carriers in the aviation sphere, including the international treaties and
domestic laws that regulate this area. It examines the different types of
liability that carriers may face in the aviation sphere, including
contractual liability. Since civil legal relations arise based on a contract,
contractual liability is applied directly to the parties, which arises from
the moment one of the parties fails to fulfill the obligations of the contract
and the consequences of these violations occur.

Following, civil rights between the carrier and the passenger arise
based on the contract, which is specified in more detail in Article 98 of
the Air Code of Ukraine. The ticket certifies the civil-legal relationship
between the subjects. Civil Code of Ukraine regulates the delivery of
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luggage, cargo, or passengers to the destination for a fixed fee. The
general provisions on the responsibility of the carrier are laid down in
Art. 922, 924 of the Civil Code of Ukraine. These norms give us an idea
of the regulations that arise in connection with a flight delay, loss of
luggage, or presumption of the fault of the carrier, the content of which is
defined by the legislator in Art. 614 of the Civil Code of Ukraine [1].

The carrier is responsible for the delay in the delivery of the cargo
itself, under the sanction of Art. 921 of the Civil Code, in case of violation
of this norm, there is an obligation to compensate the other party for
damages caused by violation of the term of transportation, if other forms
of liability are not established by the contract According to Art. 922 of the
Civil Code, in case of a delay of a flight carrying a passenger or a delay
in the arrival of such means, the carrier is obliged to pay a fine to the
passenger or to compensate for all material losses caused by these
delays. In the event that the carrier proves that these delays occurred as
a result of force majeure, elimination of a vehicle malfunction that
threatened the life or health of passengers, or other circumstances
beyond the control of the carrier, the carrier shall be released from this
responsibility. A relatively identical norm is enshrined in Chapter 2 of
Chapter XXVI of the Aviation Rules [2].

It should also be noted that the carrier bears all responsibility for the
safety of luggage from the moment of its acceptance and delivery at the
destination. According to Art. 94 the carrier is responsible for the loss,
shortage, spoilage, or damage of baggage accepted for carriage in the
amount of the actual damage unless he proves that it was not his fault.
According to Aviation Rules, baggage is considered lost if it is not found
within 21 calendar days. At the same time, the carrier has the right to
declare the baggage lost without waiting for the expiration of the
21 days. According to Art. 22 of the Montreal Convention, the liability of
the carrier in the event of destruction, loss, damage, or delay in the
transportation of luggage is limited to the amount of approximately UAH
41,000 for each passenger, except cases when the passenger made a
special statement of interest in delivery to the carrier at the time of
handing over the registered luggage and paid an additional fee.

Speaking about the civil dispute appeal procedure, the passenger or
cargo owner is obliged to write a claim regarding improper transportation
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and submit it to the air carrier in writing, delivered or sent within the time
limits stipulated by the Montreal Convention and the current legislation
of Ukraine. All supporting documents must be attached to this claim-
iImproper transportation, including a ticket, fiscal checks, a report on
iImproper transportation of baggage (PIR - Property Irregularity Report),
a report on damage to baggage (DBR - Damage Baggage Report),
certificates of delays and other documents that can speed up the
processing of claims [3, p. 293].

The importance of civil liability of the carrier in aviation sphere are
that carriers must fulfill their contractual obligations to passengers and
cargo owners, which includes responsibility for delays, safety of
luggage, and compensation for damages caused. The carrier must
abide by both national and international regulations, including treaties
such as the Montreal Convention, to ensure compliance with civil liability
requirements that creates complexity regarding following resolving of
aviation disputes.
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Civil aviation activities, like any other activity of the state and its
bodies, are carried out in compliance with all necessary conditions to
ensure and preserve human life and health, which are the highest value
(Articles 3, 27 of the Constitution of Ukraine) [2].

The purpose of the research is to analyze the legal grounds for air
carrier liability for bodily injury or death of a passenger, and to compare
its approaches in sources of Ukrainian and international law. Relevance
Is expressed through enshrining of air carrier’'s liability in provisions of
international and national normative legal acts. During the research its
object — air carrier’s liability for bodily injury or death of a passenger,
was compered through the prism of the international and national law of
Ukraine.

The general provisions on compensation for damages are set out in
the Civil Code of Ukraine (CC of Ukraine). This is confirmed by Article
928 of the CC of Ukraine, which states: "The carrier's liability for damage
caused by injury, other damage to health or death of a passenger is
determined in accordance with Chapter 82 of this Code, unless the
contract or law establishes the carrier's liability without fault [4]." In turn,
paragraph 2 of Chapter 82 of the CC of Ukraine provides for both a
general procedure for compensation for damage caused by injury or
other damage to health (Article 1195) and with certain specifics: in the
performance of contractual obligations (Article 1196), under an
employment contract (Article 1197), in respect of a minor and a minor
(Article 1199), caused by the death of the victim (Article 1200), etc.
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In accordance with the Law of Ukraine No. 685-VI dated 17.12.2008,
Ukraine acceded to the Convention for the Unification of Certain Rules
for International Carriage by Air (Montreal Convention 1999) (hereinafter
- the Convention). The Convention applies to any international
transportation of passengers, baggage or cargo carried by aircraft
(Article 1 of the Convention) [1].

Certain regulations of the national legislation duplicate the provisions
of the Montreal Convention 1999 (the "Convention"), despite the fact
that it is already part of the Ukrainian legislation. According to the Rules
of Air Transportation of Ukraine "Rules of Air Transportation and
Passenger and Baggage Handling" (the "Rules"): "The air carrier is
liable for damage that caused the death or bodily injury of a passenger
only if the event that caused the death or bodily injury occurred on board
the aircraft or during boarding or disembarkation of the passenger on
board the aircraft [3]", which corresponds to part one of Article 17 of the
Convention [1]. In terms of their content, the Rules almost completely
repeat the content of the Convention, of course, taking into account the
peculiarities of Ukrainian legislation.

It is worth remembering that the presence of bodily injury or death of
a passenger is not always the ground for air carrier liability. In
accordance with the provisions of the Rules and the Convention, the air
carrier is fully or partially exempted from liability if it proves that the
unlawful act/inaction of the person claiming compensation led to the
occurrence/infliction of damage [1].

Conclusion
The legal grounds for the air carrier's liability for bodily injury or
death of a passenger are: 1) such damage was caused on board the
aircraft or during boarding/deboarding; 2) absence of actions/inactions
of the passenger that could have led to the damage. If at least one of
these grounds is absent, legal liability of air carrier does not arise.
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Aviation has a vital role in transportation, enabling fast and effective
travel over long distances. However, the global nature of air travel has
sparked numerous legal challenges that must be tackled, particularly
regarding private international law. To regulate the aviation sector,
Ukraine has established a legal structure as a subject of international
private law. International air law incorporates legal provisions formulated
by the international community to address the intricate and interrelated
nature of air transport.

Ukraine has implemented numerous international treaties governing
aviation, such as the Chicago Convention on International Civil Aviation
signed in 1944, which covers a wide range of matters related to aircraft,
including the use of airspace and liability for damage. As a signatory,
Ukraine is bound to adhere to the Convention's provisions, and has also
signed bilateral air service agreements with other nations that address
iIssues like safety standards, flight routes, and numbers. In 1944, an
intergovernmental specialized body was established - the International
Civil Aviation Organization (hereinafter - ICAQO), which began operating
in 1947. Art. 44. of the Chicago Convention contribute to the
development of international civil aviation, and promote the safety of
flights on international air routes by developing flight rules,
recommendations and standards for the operation of aircraft [1].

The "lex flagi" principle, which states that the laws of the country
under whose flag an aircraft is registered apply to it, even when flying in
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foreign airspace, is one of the essential principles Ukraine must follow
as a signatory to the Chicago Convention, alongside other significant
conventions like the Warsaw Convention and The Hague
Protocol [1, 2, 3].

In addition to international agreements, Ukraine has enacted
national laws governing the aviation industry. The Civil Code of Ukraine
Is the primary source of civil law, while the Air Code sets out
requirements for licensing pilots and other aviation personnel. Pilots
must meet specific training and experience criteria and undergo periodic
medical exams to ensure fitness to fly [4, 5].

The Air Code also imposes strict liability on aircraft owners and
operators for any damage caused by their aircraft, regardless of fault.
Ukraine's legal framework comprehensively governs various legal issues
related to air transport to promote safe and efficient air travel while
safeguarding the interests of passengers and other parties involved [5].

Overall, Ukraine's regulation of aviation as a subject of international
private law aims to promote secure and efficient air transport while
safeguarding the rights and interests of passengers and other parties
involved in air travel. The combination of international treaties and
national laws ensures that aviation in Ukraine is governed by a
comprehensive legal structure that addresses a wide range of legal
issues related to air transport.
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3MICT KOHCTUTYLINHO-NMPaBOBMX BIOAHOCUH, KOHCTUTYLINHI  LiHHOCTI,
KOHCTUTYLiNHE npaBo.

[demokpaTnyHi npouecu, ki BiabyBatoTbCa B YKpaiHi, BNNMBalTb Ha
PO3BUTOK KOHCTUTYLLIMHOIO npasa. YKpalHCbKi BYEHI-KOHCTUTYLIIOHaNICTH
HayKOBO CYNPOBOAXYIOTb AepXaBOTBOPYi Npouecu, pobnatb aHaniTUYHI
NPOrHo3n, AalTb pekoMeHadauil Wwoao ix 3akoHo4aB4oro 3abeaneyvyeHHs,
roTyloTb MNPOEKTU 3akoHiB Towo. CyyacHa BIiTYM3HSHA Hayka
KOHCTUTYLIMHOrO npaBa OpMYye PI3HOMaHITHI  KOHUenuii, Teopil,
nornagwn, nigxogu. ICHyHOTb  pi3Hi  OyMKM  WOA0  OOCNIgXKEHHS
KOHCTUTYLNHO-NPaBOBUX BIAHOCWMH, WO Mae Hacnigkom noTpeby B
cuctemaTtmaadil HaykoBux nornsagis. KOHCTUTYUIMHO-NpaBoBi BiAHOCUMHN
3abe3nevytoTb 3B'A30K  OCHOBHOro 3akoHYy 3 HaMBaXSMBILLNMU
couianbHUMK npouecamMn i € pe3ynbTatoM Ail HOPM KOHCTUTYLINHOIO
npaBa. Ane BOHM BWHUKAKOTb i3 MPAKTUYHOI AiAfbHOCTI Cy6’eKTiB
AepXXaBHO-NpaBoOBMX BIOHOCKMH. Xapaktep, 3MIiCT Ta cneuundika
KOHCTUTYLIIMHO-MPaBOBUX BIJHOCWH jgonomarae BiJOKPEMUTU
KOHCTUTYLINHE NpaBo YKpalHU Bif, iHWNX rany3en npasa, PO3KPUTM NOro
dYHKUiOHaNbHE MNPU3HAYeHHsl, OCOBNMBOCTI pernameHTOBaHUX HUM
NpaBoOBUX 3aB’SI3KIB.

KOHCTUTYUINHO-NpaBoOBi  BIOHOCMHW €  PI3HOBMOOM  MPaBOBUX
BIOHOCMH. Y BITYM3HSAHIA Hayui KOHCTUTYUIMHOrO npaBa BYeHi
AOOTPUMYIOTBLCA Mornsany, WO KOHCTUTYLIMHO-NPaBOBi BIOHOCUHM —Lie
HOPMaTUBHO BU3HAYEHi CYCMiNbHO-NONITUYHI BIAHOCUHN, LLIO BUHUKAKOTD,
3MIHIOIOTLCA abo MPUNUHAKTLCA BHACNIQOK AiSANbHOCTI YM NOBEAiIHKK
Ccy0’€eKTIB KOHCTUTYLIMHO-NPAaBOBUX BIOHOCKH, abo X He3amnexHo Big 1X
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BOJSI, €K pes3ynbTaT MNEeBHOr0 CTaHy YW CTatycy | MNOPOAXYHTb
KOHCTUTYLiNHI npaBa h O6OOB’A3KM Yy4YaCHUKIB UMX BigHOCWMH [1]. IHLi
NpaBO3HaBLi aKUEeHTYlTb yBary Ha TOMY, LLUO KOHCTUTYLiIMHO-MpaBoOBi

BIiAHOCMHM — LUe CYCNiNbHI BIAHOCUHW, BpPEryrnbOBaHi HOpMaMu
KOHCTUTYLINHOroO npasBa YKpalHW, 3MICTOM SKUX € HPUOUYHUKA 3B’S30K
MDK KMoro cyb’ektamm y d¢opMi B3aeEMHMX nMpaB i 060B’A3KiB,

nepenbadeHnx BigMOBIQHOK HOPMOK KOHCTUTYUIMHOrO npasa» [2].
KOHCTUTYUiNHO-NpaBoOBI BiAHOCUHU € pes3ynbTaTOM Ail KOHCTUTYLINHO-
npaBoBMx HOpM. OCHOBOK X BUHUKHEHHA € Be3nocepenHs npakTu4Ha
AisANbHICTb CYB’eKTIB KOHCTUTYLiINHOrO npaBa. KOHCTUTYUiIMHO-NPaBOBI
BIiOJHOCMHM BUHWKAOTb HA OCHOBI KOHCTUTYUIMHO-NPaBOBUX HOPM,
CyD’eKTM HKMX HafineHi cyb’eKTMBHUMW npaBaMu Ta OPUANYHUMMU
oboB’siskamn  [3]. XapakTepHol o0cobnuBICTIO peanisauil npaB |
0060B’s13KIB Y4aCHUKIB BIQHOCWH € Te, L0 B OQHMX BUNadKax Taki npasa u
000B’s3kM peani3yloTbCca Oe3nocepedHbo, a B iHWKMX — Yepe3 HOpMU
iHLKMX rany3en npaea, gKi KOHKPETU3YoTb Ui NpaBa 1 060B’A3Ku.

KOHCTUTYLiINHO-NpaBOBI BiAHOCUHN MaloTb iMrnepaTUBHO-
ONCNO3UTUBHUM XapakTep B3aemopii cyb’ektiB. 3 ogHoro 6oky,
KOHCTUTYLUINHE MpaBO BpPEryribOBYE 3HA4YHE KOMO BIOHOCWUH, Y SIKUX
BIQHOCMHM MiXK y4YacHWKaMu [PYHTYHOTbCA Ha PIiBHOCTI CTOpPiH, TOGTO
3aCTOCOBYETbCA AUCMNO3UTUBHUM  METOL peryritoBaHHs  B3aemogil
cyb’ekTiB. 3 iHWOro 60Ky, € uinunu pag BIOHOCKH, SIKi 3HAYHOK MIpPOHO
NnoB’A3aHi 3 pearnisauielo BNMagHUMKM CTPYKTypamMn CBOIX NMOBHOBaXEHb, i
SKUM MpUTaMaHHU iMnepaTUBHUN XapakTep.

3MICTOM KOHCTUTYLIMHO-NPaBOBUX BIAHOCUH € HOPUOUYHUA 3B’S30K
MK cy@’ekTamu y doopmMi Npas i 00oB’A3KIB, nepeabayvyeHnx BigNOBIgHO
NpaBOBOK HOPMOK KOHCTUTYLIMHOMO npaea, To6To couianbHa noBefiHka
YYaCHUKIB LUMX BIAHOCUH. KOHCTUTYLINHO-NPaBOBi BIQHOCUHN € OCHOBOO
NpPaBOBOro perynioBaHHsA y cdepi NONITUKO-AEePXKaBHOIO yrnpaBniHHSA | Le
BU3HA4ya€e IX rOMIOBHY PpOfb Yy pPeryrntoBaHHI CycnifibHUX BigHOCUH [4].
BogHoyac BOHM MatoTb 0COONMBI pucu, MNOB’A3aHi Hacamnepeq 3i
cneundikoro  nNpegmMeTa  NPaBOBOro  peryntoBaHHA,  cyb’ekTamu
NpaBOBIgHOCWH, MEXaHi3MOM IX pearnisauii, MiCLeM Yy CUCTEMI NPaBOBUX
BiJHOCMH TowoO. KOHCTUTYUIMHO-NPaBOBMM BIOHOCMHAM HaNeXuTb
npoBigHe Micue, BOHW BU3HA4YalTb 3MICT NPaBOBIAHOCWH, LWO
pernameHTyTbCH IHLIMMK ranyssamm npasa. Hanpwuknag,
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NpaBoOBIgHOCMHAM rpoMagsiHCTBa NpUTaMaHHUA MOCTIMHUMA MOSITUKO-
NpaBOBU 3B’A30K rPOMadHMHA | gepXaBu, BOHW BM3HAYalOTb LUMPOKY
CUCTEMY NPaBOBIOHOCUH FpoMaddHMHA B Pi3HUX chepax cycnifibHOro
XWUTTH, Hanpuknag, TPy4OBUX, LUBINIbHO-MPaBOBUX Ta iH.

OTXe, Yy KOHCTUTYLUINHO-MPABOBUX BIAHOCUHAX 30CEpPeLKyTbCS

KOHCTUTYLIMHI LIHHOCTI — npaBoOBa MOLESb opradisauil CycnifibHUX
BIAHOCMKH, BM3HA4YalOTbCA TEHAEHLUIl PO3BUTKY KOHCTUTYLINHUX BiAHOCUH
i OBrpPYHTOBYHOTbCA  KOHCTUTYUiMHI  cTpaTerii  BOOCKOHAaNeHHs

3aKOHOOaBCTBa B YCixX cdepax cycninbHOro Xutts. Came KOHCTUTYLINHI
LIHHOCTI, WO MatoTb NpsaMy Aito, 30aTHI OPUANYHO OBMEXNTU OEpPXKaBHY
Bnagy i 3axXucTuUTn NOOUHY.
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YBecb CBIT cnocTepirae, 9k YKpaiHa YMHUTbL Onip POCIMCbLKIN arpecil.
BnnnBosi MikHapogHi opraHisauil BCINAKO NigTPUMYIOTb Hally KpaiHy,
NPUYOMY He TiflbKM 3 NoYaTKy NOBHOMACLUTAOHOro BTOPrHEHHS, a 1 e 3
2014 poky, KONM pocis He3akOHHO aHekcyBana Kpum Ta poss’ssana
30ponHMn KOHANIKT Ha [oHbaci. [poTn KpaiHn-arpecopa BBOAATLCA
CaHKUil, Toai 9K YKpaiHa OoTpMMYye Bif CBITY rymMaHiTapHy Ta ¢iHaHCOBY
ponomory. OpfHieo 3 Takux opraHizauin € MixHapoaHa opraHizauis
ymeinbHol asiauiil ICAO. CnodaTky npoaHanidyemMo, sk BnawiToBaHa
AaHa opraHisauiq.

B ocHoBy pob6oTn noknageHo KOMMMNEKC 3araribHOHAyKoBUX i
cneuiasnbHO-IOPUONYHUX MEeTOLIB OOCNIIKEHHS, L0 BUMKOPUCTOBYHOTLCA,
B3a€EMOOMOBHIOKYN OOMH OAHOro 3 ypaxyBaHHAM crneundikn Temu.
3okpemMa, dpopMarnbHO-MOrMYHUM MeTod [OO03BONMB  MpoaHanidyBaTtu
3axoan emEeKTUBHOCTI Ta HacnigkiB pekoMeHaauin MiKHapogHUX
opraHisauin y cdepi uuBinbHOI aBsiauii OnNs BiAHOBMNEHHS AisNbHOCTI
UMBINbHOT asiauii. CUCTEMHO-CTPYKTYPHUA METO[ BUKOPUCTOBYETHLCS
npu OOCNIgXeHHI CUCTEMW oOpraHiB MIKHaApOOHUX Ta €BPOMNEnCbKNX
opraHisadin UMBIinNbHOI aBiauil.

MixxHapogHa opraHisaudis uusinbHoi  asiaudii  (ICAO) - wue
chneuianizoBaHa yctaHoBa y cuctemi OOH, Wwo BCTaHOBMNIOE MKHAPOAHI
CTaHOdapTu LMBINIbHOT aBiauii  Ta KOOpOMHYE MiXKHapoaHe
CniBpOOITHNUTBO AepxaB 3 MeTow nigBulieHHa I Oesnekn Ta
edeKTUBHOCTI. YKpaiHa npuegHanaca go ICAO y 1992 poui. YUneHamu
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ICAO € 193 kpaiHun, ski nignucann Yukasbky KoHBeHUito 1944 poky [1].
MeTta ICAO BignoBiaHO A0 YMKa3bKol KOHBEHLiT Nonsrae B 3a0BONEHHI
notpeb HaceneHHa B 6e3nevyHoMy Ta eqeKTUBHOMY MiXHapPOLHOMY
NOBITPAHOMY TPAHCMNOPTI Ta CNPUSAHHI MNNAHOMIPHOMY 3POCTaHHIO
MiKHapOaHOI UmMBINbHOI asiauil y csiTi. Ana peanisauii uiel metn ICAO
po3pobnse  MiXKHapoAaHi cCTaHgapT™m  Ta pekomMeHaau,l, AKi
3aCTOCOBYIOTLCA OO0 MiTakiB Ta IXHbOro obriagHaHHs, pernamMeHTyoTb
poboTy ninoTiB, ekinaxiB, asiagucneTyepiB Ta CRiBPOBITHUKIB
PiBHOMAHITHUX Cnyx6, BWUCyBalOTb BUMOMM [0 MOpAAKY poboTu
MikHapogHux aeponopTie. ICAO mae npaBo npumaTth piwleHHss abo
OpatTh y4acTb Yy BUPIWEHHI MUTaHb MDKHAPOAHOI aepoHaBirauii Ta
MiDKHapOLHOro noBiTPAHOro TpaHcnopTty [2]. 25 nToro 2022 poky Paga
ICAO Ha cBoOeMy 3acigaHHi obroBopuna cuTyauito, ska cknanacsa nicng
pociicbKoro Hanagy. Ha 3acigaHHs OyB 3anpolUeHur nNpeacTaBHUK Big
YkpaiHn. Papa 3acyouna nopyleHHs TepuTopianbHOI UiniCHOCTI Ta
cyBepeHiTeTy YKpaiHu. Yepes Kifnbka OHIB Nicris Hanagy HU3Ka KpaiH
CBITYy orosiocuna, Lo 3aKpuBae CBill NOBITPAHUI NPOCTIP ANA POCINCBHKOT
UMBINbHOI aBsiauii. 3okpema, Npo ue NoBigoMUnn BCi KpaiHn €Bpocotoasy,
CLUA, BenukobputaHia Ta KaHaga [3; 4].

Ha noyatky »oBTHA 2022 poky nig 4Yac Acambnei ICAO Pocisa He
3aMmorfna oTpyumMaTtu HeobXiaHy KinbKiCTb ronocis ans nepeobpaHHA 00
Pagu ICAOQO. lMNpu ubomy nigkpecnmmo, wo Pocis Noku LWo 3anuwaeTbes
YneHoM uiei oprani3adii. OpraHizauiga cTBopuna npeueaeHT, He
aonycTtusLun Pocito 4O CBOro Kepyr4yoro opraHy.

Y 3BiTax yCix MbKHapOOHMX Ta €BPONENCBbKMUX OpraHidauin umBifibHOI
asiauii 3a 2022 pik HarosiOWyeTbCS, LWO MOBiflbHE BiAHOBMNEHHSA
NokKa3HuKIB aBianepeBe3eHb OYfi0 CNPOBOKOBAHO arpecMBHUM Hanagom
P® Ha cysepeHHy YKpaiHy. BinHa cnpuymHuna rnodarnbHi eKOHOMIYHI
NOTPACIHHA, WO Maro HacnigkoM BUCOKY iH(NAUil0 Ta 3pocTaHHA
BapTocTi nammeBa. MixHapooHa opraHisauia UuuBinbHOI  asiauil
BUKOPUCTOBYE PO3LUMPEHY aHaniTUKy AaHWX, Ha NigcTtaBi SKUX cepen
IHWUKMX 3arpo3 Aans BiOHOBIIEHHSA UMBINbHOI asiauil Ha3MBa€eTbCS
rMMBOKMI LLOK, CMPUYNHEHNIN BTOPrHEHHAM Pocii B YkpalHy B NOTOMY
2022 poKy Ta pPO3ropTaHHSM EKOHOMIYHOI Ta €eHepreTU4YHOl Kpusn B
€sponi [5]. €Bponencbka asiauiss Mae BiOHOBUTUCS, He3BaXarloum Ha
BTOPrHeHHs P® B YKpaiHy 24 nioToro, sike NpoAoBXye MaTu BENUYE3HUN
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couianbHO-EKOHOMIYHUI BMMMB Ha BCi aCrnekTn €BPONENCHKOI EKOHOMIKM,
BKIoYaroum  asiauito. 3a crnoBamu  [eHepanbHOro  AuMpektopa
€BpokoHTponito  Eamonn  Brennan, ®oHg  conigapHocti  6yae
gornomaratn YkpaiHi, 4OKM BiHA He 3aKiHYNTLCA YKPaIHCbKUM YCMiXOM i
He NOYHEeTbLCS NepeTBOPEHHS Ta po3byaosa YkpaiHu [6].

OTmxe, y cknagHuX ymoBax BOEHHOI arpecil 3 6oky P® HagssnyanHo
BaXMMBUM € MakCuManbHa nigTpyumka 3 ©OOKy MiKHapoaHux Ta
€BPOMNENCLKMX  OpraHisauiu UMBINbHOI  asiauil, 3abe3ne4yeHHs
6e3nepepBHOCTI OiIANbHOCTI YKpaiHn y cepi UMBINbLHOI aBiauil 3 METOH
CTBOPEHHA YMOB [Ansa CTabiflbHOro poO3BUTKY Ta MNiABULLIEHHS PiBHS
B6e3neku.
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cTaHgapTu, iHhopmauinHa 6e3neka, 6e3neka LUMBINbLHOI aBiaLii.

BignosigHo o Pesontouil TA OOH A/RES/S4/49 Big 23 rpyaHs
1999 p. rmobanbHMM  3aBOaHHSAM  cyvacHocTi  6yno  BM3HaHO
3abesneyeHHs iHpopMauinHoi 6e3nekn. AKTyarnbHICTb JaHOro 3aBAaHHS
3 yvyacom HabyBae Bce OinblIOro 3HadeHHs. LBuMOKMM pPO3BUTOK
TEXHOMOrIT Crnpusie He nuuwe 3pPOCTaHHK MNO3UTUBHUX MOTeHuianis
ranyseBoro poO3BUTKY, ane Ma€ TaKOX psand HeraTMBHUX HacniAKiB.
HoBIiTHI TexHonorii BUKOPUCTOBYKOTLCA He nuwe 3aand pPo3BUTKY |
CTBOPEHHH HOBOrO, iHHOBaLiMHOrO, ane TaKoX aKTUBHO
BUKOPMCTOBYIOTbCS Y CydaCHUX rmbpigHmnx BinHax, y cdepax KOHKYpeHLUil
Ta 3a4nsa oBONoAdiHHA iHdopMauil 3 kopucnueux MoTueie. OcobnueicTio
npaBoBOro 3abes3nedyeHHA 6e3nekn UMBINbLHOI aBiauii € B3aemoais
MDKHaPOAHUX IHCTUTYLIN Yy Ui cdoepi, OCKINbKK, UMBISIbHA aBiauis Le He
nuwe nuTaHHA HauioHanbHoOro macwTtaby. B ubomy nongrae i
0COONUBICTb, | CKNaAHICTb AaHoI ranyai.

CyyacHMM  BUKIMKOM  iH(popmMauinHin  Ge3neui €  nUTaHHS
3abe3neveHHs Kibepbesnekn UMBINbLHOI aBiauil. Ha CbOroaHillHIn OEeHb
NOTY)KHUM BHECKOM Yy BperynoBaHHi [JaHOro MUTaHHA HaneXxuTb
AaisnbHocTi  MikHapogHol  opraHisauil  umsineHol  asiauil  (ICAQO),
cneuianisoBaHin yctaHoBi OOH, npu3HadYeHHAM 4dKOI € came
KOOpAWHaLisi MiXKHapogHOro cniBpobiTHMUTBA Yy BCiX cdepax UMBINbHOI
aBiauii. YkpaiHa € Takox pgepxasoto-dnieHoMm |IKAO, wo o3Havae
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060B’A3KOBICTb NMpUUMaTU | BBOAUTWM B Ai0 HanexHi ctanHgapTHi [1,
cT. 28].

OcobnmBoro 3HadYeHHa Yy Hanpsmi B3aemocniBunpaui y cdepi
3abe3neyveHHsa Kibepbesnekn uMBINbHOI asiauii € pesontouia A39-19
Acambnei IKAO 2016 poky PiweHHsa npobnem kibepbesnekn B UMBINbHIK
aBiauji, sIka BM3HA4Yae OCHOBHI HanpsiIMKM npoTuaili kKibepsarposam:
1) BU3Ha4YeHHa Kona 060B’s3KIB HauioOHanbHUX opraHiB 3 60poTbOM 3
Kibep3arpo3amu, 2) 3a0XOYEHHA KoopAMHaUil O MK gep)xaBamu-
yYreHamun, 3) BUSHAYEHHS HPUONYHMX HacnigKiB Aain, ski cTaBnaTb Nig
3arposdy 6eaneky MNosfibOTiB MOBITPSAHUX CYAEH, LUNSAXOM BUKOPUCTAHHSA
KibepBpasnuemx  Micub, 4) cnpusiHHA  po3pobui Ta  BTIMIEHHIO
MiKHapoaHux cTtaHgapTiB. CTpaTerin Ta nepedoBoi NpakTUKM y cdepi
3axXMCTy 3acToCOBYBaHWX AN Uinerh UMBINbHOI asiauil KPUTUYHO
Ba)XINMBUX CUCTEM IHGOpMaUil Ta 3B'SA3KYy Bid akTiB BTPYyYaHHSA, SKi
MOXYTb 3arpoXxyBaTu 6eaneui nonbLoTiB UMBINIbHOI asiauil [2].

3a3HadeHolo pesoniouieto 6yno BM3HAYEHO HEOOXiAHICTb CYMICHOI
cnisnpaui No HanpaurBaHHKO | po3pobui ePeKkTUBHOI i CKOOPANHOBAHOI
rmobanbHOI nporpamu Ans 3auikaBfeHUX CTOPIH Yy cdepi UMBINbHOI
aBiauii 'y  BUPIWEHHI npobnem Kibepbeaneku nopsg 3
KOPOTKOCTPOKOBUMW 3axodamMu LLIOAO MNiABULLEHHSA CTIMKOCTI rmobanbHol
cuctemun asiauii Ao kibepsarpos, siki MOXyTb CTaHOBUTK 3arpo3y 6eaneL;
nonbOoTIiB UMBINbHOI aBsiauii. LLlo cTocyeTbCcs HauiOHaNbHOro piBHA, TO
Pe3ontouieto  NPONOHYETLCA CTBOPEHHS MEXaHi3MIB  KOMMJIEKCHOIO
HOPMaTUBHOIO perynioBaHHsS asiauivHol ©6e3nekn, Ais akmx mana 6wm
nowmnpeHHs ©e3nocepegHbO Ha CEKTOp UMBINbHOI asiauii Ta BCiX 11
YYaCHUKIB.

Ha BukoHaHHs Pe3sonouii Acambnei IKAO, YkpaiHoo 6yno
3pobneHo pag 3axoais: 1) npunHATTSA 3akoHy YkpaiHn «[1po LdepxaBHy
nporpamMy asiauiHOl ©6e3nekn UuMBINbHOI aBiauil», AKMA 3aKOHO4AaBYO
BNU3HAYMB Ta 3aKpinuB opraHu, LWo 3abe3nedvyoTb BUKOHaAHHS nporpamMu,
a TakoXX HOpMaTMBHWUK po3nodin iX o0OoB’A3KiB, BU3HAYUB MiKHAPOAHI
KOHBEHLI, WO peryntoTb NUTaHHA 6e3nekn UMBINbHOI aBiauil, yTBOpUB
MixxBigoM4y KoMicito 3 aBiauinHOl 6e3nekn sik opraH Anst kKoopauHauii ta
B3aeMOAil, BU3HAUYMB TEXHiIYHIi 3acobm 3axmMcTy UMBINbHOI asiauil Big
aKTiB HE3aKOHHOro BTPyYaHHS Ta BCTAHOBMB OCHOBHI 3axo4u 3axucTy
UMBINbHOI asiauil Big Kibep3arpos; 2) saTBepaXeHHs1 pieHHs Pagu
HauioHanbHol 6e3nekn i obopoHn Ykpaiuu Big 14 TpasBHsa 2021 poky
«Mpo Crpaterito kibepbesnekn YkpaiHn Big 2016 poky» (Ykas
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[MpesngeHTa YKpaiHu), sika BM3Hauduna 3abesneyeHHa Kibepbesneku
OOHUM i3 npiopuUTETIB Yy CUCTEMI HauiOHaNbHOI ©e3nekn YKpaiHw.
Peanisauia 3asHadeHoro npioputeTy 0Oyae 34iNCHIOBATUCA LUASIXOM
NOCUIIEHHSI CMPOMOXHOCTEW HaLioHanbHOI cucteMmn kKibepbesnekn ons
npotnail kibepsarpo3am Yy cy4acHoMy 06e3nekoBOMYy CepenoBMULLi;
3) 3akoH YkpaiHu «[1po ocHOBHiI 3acagn 3abesneyveHHs1 Kibepbeaneku
YkpaiHu» Big 2017 poky, SKMA BU3HA4ae nNpaBOBi Ta oOpraHisauinHi
OCHOBW 3abe3nevYeHHs1 3aXUCTY XUTTEBO BaXNUBUX iHTEPECIB NMIOAMHN |
rpoMagdHuHa, CcycninbCTBa Ta [Jep)XaBu, HauioHanbHUX iHTepeciB
YKkpaiHu y KibeprnpocTopi, OCHOBHiI Uifl, HanpsMu Ta NPUHUMNA
aepXkaBHOI NOMiTUKK Yy cpepi Kibepbeanekn, NOBHOBaXEHHS AepXKaBHUX
opraHis, nignpMeMcTB, yCTaHOB, OpraHisauin, ocid Ta rpomMagsH y Uin
cdpepi, OCHOBHI 3acagun KoopauHauii IXHbOI AisinbHOCTI i3 3abe3neyeHHs
Kibepbeaneku.

3a pesynbTataMn NPOBEOEHOrO [OOCHIIKEHHS, MOXHaA 3pobuTu
BUCHOBKM nMNpO Te, WO IiCHye HaranbHa notpeba y poO3BUTKY
cniBpoBITHUUTBA Yy HanpsiMi KoopauHauil AianbHOCTI OepXKaB-4yneHiB
IKAO Wwoao NpURHATTS Ccyd4acHUX NMpaBoOBUX CTaHOApPTIB Yy NOAOSAHHI Ta
NpoTuAil Kibep3no4YMHHOCTI B aBiaLinHin cdepi.
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