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The purpose of this article is to clarify some of the problems of trade secret protection and suggest ways
to overcome them. The methodological basis of the study are general and special methods of cognition. The
use of these methods made it possible to describe the problems of trade secret protection. Results: the study
found that breaches of trade secrets are considered by international law as unfair competition. At the same
time, the laws on unfair competition in the countries of the continental (pandectic) legal system are based on
the theory of confidentiality (de facto monopoly). Therefore, the foreign experience of the countries of the
continental (pandect) system of law is of particular importance for the formation of Ukrainian legislation on
trade secrets. Discussion: given the specifics of the studied object of intellectual property rights and based
on the analysis of international experience found that national approaches to ways to protect intellectual
property rights to trade secrets are not effective because they do not provide and do not provide maximum
material satisfaction for the person access to which is violated, and quite severe consequences for the
offender. It is proposed to improve the current legislation of Ukraine on the protection of trade secrets.

Key words: confidential information; trade secret; production secrets; know-how; unfair competition;
undisclosed information.

Problem statement and its relevance. In the
new information age, Ukraine seeks to become a
competitive participant in the international market
relations, which seems impossible without proper
national legal protection of particularly valuable for
the business entity confidential information in the
form of trade secrets. Based on the production and
economic effect of the use of trade secrets, foreign
countries are conducting intensive legislative work
in the field of protection and enforcement of
intellectual property rights. At the same time, this
sphere has been left out of the attention of the
Ukrainian legislator for a long time.

Protection of intellectual achievements in the
field of trade, entrepreneurship is an important
basis and condition for the development of
innovations, improvement of economic processes,
technologies, introduction of new achievements in
commercial practice. Legal protection of trade
secrets is designed to stimulate development in
those areas where patent protection is weak or
impossible.

Trade secret is important for the protection of
the results of intellectual activity in the process of
commercial activity of economic entities.

Therefore, the establishment of a legal
framework, the consolidation of effective
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mechanisms for the protection and safeguarding of
trade secrets should be considered as an important
element of the legal support of business in any
country.

According to the international standards, the
protection of trade secrets is an integral part of
protection against unfair competition.

At the same time, a distinction should be made
between rights and ways of protecting them, where
unfair competition is only a way of protecting
rights, not the rights themselves. Moreover, the
rights, that are protected, are different from the
rights to trade secrets.

However, Ukrainian unfair competition law, as
such, does not perform this function of protecting
the "rights" or "legally protected interests" of a
person to trade secrets, but provides a reference to
general civil law, which is also not fully capable of
to solve this problem, because it does not contain
special rules governing these relations.

Analysis of the latest researches and
publications. A number of scholars have devoted
their works to the issues of the legal protection and
protection of trade secrets and unfair competition.

In particular, some aspects of legal regulation of
relations regarding information, confidential
information, as well as trade secrets, know-how and
unfair competition, their protection are covered in
scientific works of Azimov C.N., Bachylo I.L.,
Begova T.l., Boguslavsky M.M., Vengerov A.B.,
VlasovaOV., GelychY.O, DidukAG, DozorsevaVA,
Dyukareva-BerzhaninaK.Yu,, Zhukov V.1., chenko TV,
lzmailovaOV.,, llyashenko S.M., Kapitsa YuM.,
KopylovaV A, Kossak V.M.,  KokhanowskayaOV,
KuzminaAE., KulinichO.O., NosikY.V. PidoprygoraOA,
PidoprygoraO.0., PopovaO.V., RosenbergV., RoshchinOP,,
SaniakhmetovaN.O,, Severin VA, Sergeeva OP.,, Sirenko LA,
SlyadnevaG.O., TopalovL.D., KharitonovE.A., ChobotOA,
Shershenevich GF, Shishka R.B., Stumpf G,
Yavorska O.S. etc.

However, acknowledging the scientific work on
this issue, we recognize that the ongoing European
integration of Ukraine, the constant development of
strong legal systems of foreign countries and
attempts to improve national legislation in the light
of international experience necessitate additional
and separate study of the state of trade secrets in
Ukraine and developed countries.

Purpose of the article. Currently, for a fairly
competitive business environment in Ukraine,
which is particularly interested in attracting foreign
investment, the issue of protection of trade secrets
(confidential information) is becoming increasingly
important, both in Ukraine and abroad. Therefore,
the purpose of this article is to identify the basic
premises of the approach to understanding unfair
competition; analysis of the provisions of
international standards for the protection of trade
secrets and study of the international experience in
effective protection against unfair competition;
disclosure of national approaches to the protection
of intellectual property rights to trade secrets;
identifying  shortcomings in  national legal
regulation and proposing possible ways to improve
the current legislation of Ukraine on these facilities.

To achieve this goal, the following tasks are
solved: to analyze the provisions of international
standards on unfair competition and protection of
trade secrets; compare international norms with the
legislation of Ukraine on this issue.

Statement of basic materials. Trade secret in
the modern world is an inhomogeneous part of a
market economy, which consists of different in
origin and composition of parts. With increased
competition in all areas of business, trade secret has
become a valuable object, the protection of which
through legal means is an important task, as it
primarily contributes to business competitiveness,
development of innovation in the country, etc.

In this case, trade secret has both positive and
negative aspects; the latter usually includes the
concealment of shadow economic activity under the
guise of trade secrets, as well as unfair competition.

Protection against unfair competition often
involves ensuring the safekeeping and proper use of
confidential information in general and trade
secrets in particular.

A trade secret is referred by the Civil Code of
Ukraine (hereinafter - the Civil Code of
Ukraine) [1] to the objects of intellectual property
rights (Article 420). Another norm of the Civil
Code of Ukraine includes "results of intellectual,
creative activity, information" in the objects of civil
rights (Article 177).

Trade secret, in accordance with Art. 505 of the
Civil Code of Ukraine, is “information that is secret
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in the sense that it is in whole or in some form and
the totality of its components is unknown and is not
easily accessible to persons who normally deal with
the type of information to which it belongs, in in
this regard, it has commercial value and has been
the subject of adequate measures to maintain its
secrecy, taken by the person who legally controls
this information”.

Trade secrets can be information of a technical,
organizational, commercial, production and other
nature, which may be of particular value to the
business entity, as their use makes it exclusively
and uniquely attractive in the market compared to
other entities. Due to illegal possession, use,
disclosure of a trade secret, a business entity always
risks losing an investor who may at any time be
interested in a competitor who has obtained, uses
such commercial information in its activities and
made a better offer.

Thus, the legislation of Ukraine classifies a trade
secret as an institution of intellectual property
rights, ie a set of exclusive rights to intangible
objects that are the result of intellectual activity,
including creative, and other objects equated to
them. Trade secret rights are a type of intellectual
property rights (exclusive rights).

Ukrainian legislation (which is also specific to
other countries and certain international acts) also
contains provisions on the protection of trade
secrets in legal provisions relating to protection
against unfair competition.

International standards for the protection of
trade secrets are set out in the Paris Convention for
the Protection of Industrial Property (hereinafter -
the Convention) [2], which enshrines the need to
end unfair competition. In particular, Art. Article
10 bis of the Convention prohibits any act of
competition that is contrary to the fair practices of
industry and trade. According to paragraph 2 of
Art. 39 of the Agreement on Trade-Related Aspects
of Intellectual Property Rights (hereinafter referred
to as the TRIPS Agreement) [3] provides
individuals and legal entities with the opportunity
to oppose the disclosure, receipt and use by others
of information they lawfully possess and have not
consented to, subject to: 1) that the information is
considered secret in the sense that it as a whole or
in a certain form and set of its components is

unknown and is not easily accessible to persons
who normally deal with the type of information to
which it belongs; 2)that the information has
commercial value and 3) is the subject of adequate
measures to maintain its secrecy, taken by the
person who legally controls this information.

One of the rights of the owner of a trade secret is
the opportunity to protect himself in the manner
prescribed by law from the actions of other entities
that violate or create such threats to the established
regime of trade secrets. The legislation of Ukraine
does not currently provide for special means of
protection of trade secrets, a specific mechanism
for exercising the rights of owners of trade secrets.
The shortcomings of regulation create many
difficulties for business entities, limit the
possibilities of realization and protection of rights
to trade secrets.

Persons guilty of committing unfair competitive
actions are subject to legal liability of various
industries:  administrative and economic in
accordance with the Law of Ukraine on Protection
against Unfair Competition; it is also possible to
apply the civil law in the form of compensation for
damage caused on the basis of the Civil Code of
Ukraine, and for individuals - as well as labor and
criminal law.

The main forms of protection are recourse to the
competent administrative authorities or to the court.

The administrative procedure provides for the
submission of an application to the Antimonopoly
Committee of Ukraine, the functions of which
include control and termination of unfair
competition. The information and documents
confirming the collection of trade secrets by illegal
methods, other circumstances that confirm the
existence of an offense must be provided to the
Committee. The law also sets deadlines for
appealing to the Antimonopoly Committee of
Ukraine - 6 months from the date when the person
learned of the violation of their rights, as well as a
three-year statute of limitations. Thus, based on the
results of the review, the Antimonopoly Committee
of Ukraine is authorized to impose a fine on the
offender; for damages it is necessary to go to the
court.

The analysis of separate elements of judicial
practice on protection of a trade secret allows to
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allocate the following important conditions
(circumstances) which are a subject of the proof
necessary for satisfaction of requirements on
protection of a trade secret: the information belongs
to the business entity whose rights are violated; the
information is classified as a trade secret and is
subject to the appropriate protection regime; the
person is informed about the classification of
information as a trade secret; the person
intentionally copied, memorized or otherwise
collected information that constitutes a trade secret;
the person acted by deception, fraud, theft of
documents or other criminal means contrary to the
law.

In considering a trade secret, the courts
determine whether the confidential use of
confidential information or its unauthorized
disclosure has taken place. In particular, it is
established whether the information was used in
violation of the purposes that were stipulated during
its transmission. If the transmitted information was
used in another way, the court imposes an
appropriate prohibition and obliges the defendant to
reimburse the damages (both real and lost profits).
The burden of proving the extent of the damage lies
with the victim, which in practice does not always
seem simple. It is much easier to prove cases when
an unfair competitor received income through the
use of illegally obtained information.

The position of the Plenum of the Supreme
Commercial Court of Ukraine should be noted
separately, according to which it is not important to
establish restrictions or eliminate competition to
gualify the actions of an economic entity as unfair
competition. It is sufficient to prove the fact that the
subject has committed acts defined by law as unfair
competition.

In addition, the relevant acts are criminally
punishable under the Criminal Code of Ukraine.
Prosecution does not preclude the filing of a civil
claim for damages.

It should be noted here that the relevant
institution, unfortunately, is not sufficiently
developed either theoretically or practically, and we
borrow certain tools to combat unfair competitors
from the Anglo-Saxon countries without a
sufficient legal framework. With regard to legal
remedies, administrative proceedings involve a

complex and incomprehensible procedure for the
average citizen, the absence of clear criteria and
rules for examining the case file and the
Committee's wide discretion. In turn, the protection
of trade secrets as a special category of cases in the
courts does not contain special approaches to the
collection of evidence, as well as the established
case law in their assessment. Therefore, we
recommend company owners not only to hope for
the protection of already violated rights to trade
secrets, but also to implement sufficient preventive
measures, such as effective personnel policy, use of
NDA agreements, miscalculation of all possible
risks of information leakage, protection of
information by special technical means, etc.

Therefore, in case of violation of the rights of a
person who legally controls a trade secret, he may
apply for protection of such rights. Legislation, as a
rule, creates a whole system of means of protection
of rights to trade secrets, in which it is possible to
allocate means of civil, criminal, administrative,
labor law. Consider them.

It should be noted that civil law does not provide
for special legal norms aimed solely at protecting
the right to trade secrets. According to Art. 431 of
the Civil Code of Ukraine [1], infringement of
intellectual  property rights entails liability
established by this Civil Code, other law or
contract.

The grounds for civil liability may be a violation
of a contractual obligation or non-contractual
violations - the committing of civil torts.
Contractual violations relate mainly to license
agreements - they are subject to all general rules on
liability for breach of obligation (Chapter 51 of the
Civil Code of Ukraine) [1].

Non-contractual protection of trade secret rights
is based on the general provisions on tortious
liability and the peculiarities of the legal regime of
trade secrets as an object of intellectual property
rights. Article 432 of the Civil Code of Ukraine [1]
gives every person the right to go to court to protect
their intellectual property rights in accordance with
Art. 16 of the Civil Code of Ukraine [1], which
determines the possible ways to protect civil rights
and interests.

From the peculiarities of the protection of trade
secrets and its legal regime follow the
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characteristics of liability for violation of rights to
trade secrets. A trade secret as an informal result of
intellectual activity (unlike copyright or patent law)
is characterized by the principle of freedom of use
and the presumption of good faith of the user of
trade secrets, unless proven to violate the statutory
protection regime. Whereas for the objects of
copyright and patent law there is a presumption of
unfair use by third parties (unless otherwise
expressly provided by the contract with the right
holder) - hence the responsibility regardless of
fault. Instead, guilt is a prerequisite for liability for
breaches of trade secrets.

It is impossible for a trade secret to have such a
protection as to restore the situation that existed
before the violation of the law. After all,
information is disclosed irrevocably, it cannot be
removed from the mind of a person who illegally
read it. Accordingly, the protection can only consist
in compensation for damages and a ban on
continuing such a violation.

These methods can only be applied to a limited
number of actual violators. The latter can be
divided into two groups: 1) persons who directly
unlawfully interfered in the sphere of the right
holder (primary violators); 2) and persons who used
the results of the primary violation (derivative
violators). In any case, the primary infringer must
be held liable, which is a ban on continuing to use
the facility and compensation for damages. The
same applies to the derivative infringer, who is an
"unscrupulous" user, i.e. who knew or should have
known about the illegality of the transfer to him of
information that constitutes a trade secret. Another
situation with a violator is a "conscientious™ user
who cannot be prosecuted because the right holder
does not have absolute protection. Responsibility
before him is borne only by the person guilty of the
violation (therefore, liability without guilt is
impossible).

Types of violations. The violation, which
consists in the misuse committed by the infringer,
should be considered as a tort, the consequence of
which is both compensation for damages and a ban
on further use. lllegal disposition of the right
(possibly in case of illegal intrusion into a trade
secret or going beyond the terms of the license
agreement) is also a violation that entails

compensation to the right holder. A separate type of
violation is unauthorized intrusion into a trade
secret - if it was not accompanied by other
violations, the result will be compensation only for
non-pecuniary damage. A breach of contract may
be committed by a counterparty who received
information under the contract on the condition of
confidentiality, but disclosed this information.

A high percentage of breaches of trade secrets
and know-how are also related to employment
relationships, as employees have a conditional
access to such confidential information under an
employment contract. The boundary between the
employer's right to protect his trade secret (know-
how) and the employee's right to wuse his
professional experience in his own interests or in
the interests of the new employer are difficult to
determine, including this task is not easy for
litigation. Among the most general rules established
for employees (even former ones) are the
following: the obligation to maintain confidential
information (trade secrets and know-how) is
enshrined in the provisions of special agreements or
employment contract (contract). In foreign
countries, such an obligation can usually be implied
on the basis of the general requirements of honesty
and loyalty in the absence of regulations. When
considering a dispute, it is necessary for the court to
take into account the essence of the specific
employment relationship under consideration, the
status of the employee, the level of availability of
trade secrets and measures taken by the person
controlling such information to maintain its
secrecy. After the termination of employment, the
requirements for the former employee are usually
maintained: do not disclose information that is a
trade secret, do not copy trade secrets, etc., i.e. the
employee is not entitled to use the trade secret of
his employer. In determining the limits of such
restrictions, the court must assess whether the
disputed confidential information can be considered
part of the professional experience or knowledge of
the employee (by the way, in England, courts are
based on the criterion of "average honesty and
ability"). Regarding the ban on engaging in
activities that compete with the former employer, as
well as on the basics of non-disclosure agreements
and know-how (confidential information).
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Thus, the conditions for the protection of trade
secrets (know-how) cannot go beyond the
reasonable protection of the interests of the
employer.

Conclusions. Thus, we can say that the
protection of trade secrets and know-how
(confidential information) is carried out in the fight
against unfair competition, provided by Article 10
bis of the Paris Convention [2]. Also in accordance
with Art. 10ter in the process of providing effective
protection against unfair competition, the
participating countries undertake to provide such
protection to citizens of other countries of the
Union as follows: natural and legal persons who
legitimately control trade secrets and know-how
(confidential information) have the right to prevent
disclosure, obtaining or using such information
without the consent of others, if the latter have done
S0 in a manner contrary to fair commercial practice.

In the notion of a method that contradicts fair
commercial practice, the TRIPS Agreement [3]
includes breach of contract, breach of trust,
incitement to breach; the acquisition of confidential
information by third parties who knew or
committed gross negligence without learning that
acts contrary to fair trade practice were committed
in the course of such acquisition.

Along with the TRIPS Agreement [3], issues
related to the protection of trade secrets and know-
how (confidential information) are also addressed
in the WIPO's specially developed "Model
Regulations on  Protection against Unfair
Competition" (hereinafter - the Model Regulations)
[15]. The work done is aimed, in essence, at
clarifying the content of Art.10bis of the Paris
Convention [2] taking into account modern
realities. In particular, Art. 6 of the Model
Provisions is devoted to protection against unfair
competition for classified information. The norm of
this article coincides with Art. 39 TRIPS
Agreements [3]. However, some differences are
still observed in the list of types of actions that are
considered to be contrary to fair commercial
activity. In addition to those listed in Art. 39 of the
TRIPS Agreement [3] is industrial or commercial
espionage.

Also in Art. 6 of the Standard Provisions [15] it
is provided another type of dishonest business

activity - incitement to commit any act, which is
given in this article (industrial espionage, breach of
contract, breach of trust).

Typical provisions (such as the TRIPS
Agreement) also include the unlawful nature of the
method of obtaining confidential information - it is
intentionally received by a third party (i.e., when
such a person knew about the confidentiality of
information), or received it with gross negligence
(when such a person should have known about such
nature of information).

In general, these documents coincide in terms of
the characteristics of confidential information
(classified information, undisclosed information),
as well as in essence in the types of actions that are
considered as a manifestation of unfair competition.

However, all these documents have different
orientations: if the TRIPS Agreement [3] is aimed
primarily at characterizing the interests of the
person who actually controls undisclosed
information, within the joint design of the
document, then the Model Provisions [15] focus on
characterizing actions, in which there is unfair
competition, which also determines the common
direction of the document - clarification of the
provisions of Article 10bis of the Paris Convention
[2] taking into account modern realities.

It can be said that the TRIPS Agreement [3] for
the first time at the international level defined the
features and concepts of protection of undisclosed
information (trade secrets and know-how) as a
means of protecting information, the use of which
is legally controlled by a legal entity.

According to scientists, in the past, many
countries have addressed the protection of trade
secrets or know-how no other than the protection of
trade secrets or industrial property.

In order to comply with the features of the
TRIPS Agreement [3], WTO members will have to
protect all secrets of commercial value.

Based on the analysis, we propose to
supplement the current legislation of Ukraine with
rules that would provide for such methods of civil
protection of trade secrets as prohibition of
production, supply, placement or use of counterfeit
goods or import, export or storage of counterfeit
goods to achieve these goals; recall of counterfeit
products from the market; change of counterfeit
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goods in order to deprive them of their appropriate
quality; destruction of counterfeit goods or, where
appropriate, their withdrawal from the market,
provided that such a decision does not violate the
protection of the relevant trade secret; destruction
of all or part of any document, object, material,
substance or electronic file containing a trade secret
or, where appropriate, delivery to the applicant of
all or part of these documents, objects, materials,
substances or electronic files; criminal liability of
any natural person who uses and / or disseminates
an illegally obtained trade secret. However, it
would still be appropriate to adopt a special Law of
Ukraine "On Trade Secrets", which would regulate
its legal regime.
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Memorw Oanoi cmammi € 3’acysamu OeaKi NpobieMu 3aXUCHY KOMepyitiHoi maemHuyi ma
3anpononysamu wiaaxu ix nooonanus. Cmamms npucesdena O0CHiONCeHHIO NPodieM 3aXUCIy KOMepYitiHoi
maemHuyi 8 YKpaiui, a maxoxic 6UEUEHHIO MIJNCHAPOOHO20 00c8idy y cepi HasedeHoi npobiemamuxu.
Ilpogedeno ananiz HOpM YUHHO2O HAYIOHATILHO2O 3AKOHOOABCMBA, SKI CHPAMOBAHI HA 3AXUCT KOMEPYIUHOT
maemuuyi. Jlocniodceno cyoo8y npakmuky, a MakodiC NpAKMuKy GiON0GIOHUX YNOGHOBANCEHUX Op2aHié
Yrpainu wooo Odanoi npobremu. Memooonoziunow 0CH08010 O00CNIONCEHHA € 3A2albHOHAYKO8I ma
cneyianvbHi Memoou nisHauHs. Bukopucmanusa yux memooi 0ano MONICIUGICIb ORUCaAmu npooaeMu 3aXUCTy
KoMepyitnoi maemuuyi. Pe3ynomamu: nio uac 00cniodiceHHs 0OYI0 6CMAHOGIEHO, WO NOPYULEHHS
KOMepYIHOT MAaeMHUYi po32180a€MbCs  MIXCHAPOOHUM 3AKOHOOABCMBOM K ¢hakm HedobpocosicHO
KOHKypeHyii. [Ipu ybomy 3aKoHU Npo HEO0OPOCOBICHY KOHKYDEHYII0 KPAiH KOHMUHEHMANbHOI (HAHOeKMHOI)
cucmemu npasa 3acHO8aHi Ha meopii KoHgidenyitinocmi (haxmuunoi monononii). Tomy 3apybixcruil 0oceio
came Kpain KOHMUHEHMAAbHOI (NAHOeKMHOL) cucmemu npaea mMdae 0cobnuse 3HaueHHs Onsi OPMYEaHHS
VKPAiHCbKO20 3aKOHO0A8CmEa npo Komepyiuny maemuuyro. Kpainu i3 cunvnumu npasosumu cucmemamu,
30Kpema kpainu €6ponu, aKkmugHo CMEOPIOIOMb MA NPUILMAIOMb HOPMAMUBHO-NPABOG] AKMMU, CHPSAMOBAHI
Ha 3axucm Komepyitnoi macmuuyi. ¥ yvomy konmexcmi oocnioxcerno Hupexmugy 2016/943 €gponeiicvkozo
Hapnamenmy ma Paou 6i0 8 uepsnsa 2016 poky npo 3axucm HeEpo3KpUmux Hoy-xay i KomepyitHoi
inhopmayii (xomepyitinoi maemuuyi) 6i0 IX He3aKOHHO20 NPUOOAHHS, GUKOPUCMAHHA MA PO3KPUMMSL.
Ilpoananizosano npasosuii 00cei0 w000 3axucmy npasa O00CMYHy 00 KOMEPYIUHOL MAEMHUYI OesKux
sapyoicnux kpain. Q02080penns: 3 0210y Ha CheyuiKy 00CIi0NHCY8aH020 00 €Kma npas IHMeNeKmyaibHOL
6AACHOCMI MA HA NIOCMAGL AHANIZY MINCHAPOOHO20 00C6I0Y GUSGICHO, WO HAYIOHAAbHI NIOX00U w000
cnocobigé 3axucmy npag IHMeNeKmyanbHoi 61acHOoCmi HA KOMepYiliHy MAEMHUYIO € HeOOCMAamHbO
epexmusHuMU, OCKiIbKU He nepedbayaromv ma He 3a0e3neuylomv MAKCUMANIbHOI MamepianbHOi
camucghaxyii 01 0codu, npaso O0CMYny sKOi NOPYWeHo, ma 00CUms CY80PuUxX HACHOKI6 0/ 0coOu-
NOPYWIHUKA. 3anpOROHOBAHO 800CKOHANUMU YUHHE 3AKOHO0A8CME0 YKpainu wodo 3axucmy KoMepyiuHoi
maemMHuyi.

Kniouosi cnosa: xonghioenyitina ingpopmayis; komepyitina maemMHuys,; cekpemu eupoOHUYmMea; Hoy-xay,
HEO0OPOCOBICHA KOHKYPEHYISL, HEPO3IKpUma inpopmayis.
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